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4.10 Risk Management (Satisfies iCMM process area 13 criteria)
4.10.1 Introduction

The Perform Risk Management process (Figure 4.1-10) provides an organized, systematic
decision-making process to effectively deal with uncertainty in accomplishing program
objectives. Risk is defined as a future event or situation with a realistic (non-zero nor 100
percent) likelihood/probability of occurring and an unfavorable consequence/impact to
the successful accomplishment of the well-defined program goals if it occurs. Risk
Management is an organized, systematic decision-support process that identifies risks,
assesses or analyzes risks, and effectively mitigates or eliminates risks to achieve
project objectives. A risk creates risk exposure for a project based on the combined effect of
its likelihood and consequence. It is recommended that the process be applied at all levels,
from small projects to large programs, and be applied continuously throughout the program’s
lifecycle, looking at all aspects of the program (see Figure 4.10-2). The extent and depth of
application of this process should be governed by the outcome(s) being supported. In other
words, what decisions are involved at a given point in the lifecycle, and what are the relevant
risk factors to be addressed to support those decisions? The risks shall be managed in a way
that they are capable of being “rolled up” from a project or several projects to a program. Risk
rollup involves a review of the consequences/impacts from a higher (program) level. The risks
to meeting the objectives or benefits of these projects or programs are typically known as
programmatic risks, though the source of these risks may be external to the program itself. This
process complies with the requirements of the integrated Capability Maturity Model (iCMM)
(Process Area 13). It also satisfies Electronic Industries Alliance (EIA) 632 requirement 24 and
EIA 731 Focus Areas 2.5-2 through 2.5-8.
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Revision Date:  September 30, 2004

Next Higher Level Process:

Perform System Engineering

Process Owner:

System Engineering Council

Process Objective:

those uncertainties.

Identify and analyze the uncertainties of achieving program objectives and develop plans to reduce the likelihood and/or consequences of

— Inputs
Management Plan)

¢) Requirements
d) Concerns/issues
e) Analysis criteria

g) Technology
h) Constraints
i) FAA Policy

a) ITP
b) EXT
c) RM

e) IA

f) EXT

g) EXT

h) Syn, CM, LCE
i) EXT

1) EXT

—

a) Integrated Program Plan (or Risk

b) Integrated Program Schedule

f) External environmental forces

J) Corporate strategy and goals

Providers

d) EXT, ITP, RM, FA, Syn, TS, IM,
SpecEng, IA, CM, LCE, V&V

PROCESS TASKS

Beginning Boundary Task
Identify risk

e Analyze risk
»  Select risk mitigation option
* Implement risk mitigation plan

Ending Boundary Task
Monitor and track risks

Lifecycle Phase
Mission Analysis
Investment Analysis
Solution Implementation
In-Service Management

Service Life Ext.

[ G G G G

Disposal

Outputs

a) Program risk register

b) Risk mitigation plans

¢) Risk mitigation plan summary

d) Program risk summary

e) Program risk mitigation progress
f) Constraints

g) Tools/analysis requirements

h) Planning Criteria

Customers E——
a) EXT
b) EXT, RM, Syn
c) EXT
d) EXT
e) EXT

f) FA, Syn, TS, SpecEng, V&V

g IA
h) ITP

Figure 4.10-1. Risk Management Process-Based Management Chart
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FAA Risk Management
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Figure 4.10-2. Risk Management Applied to All Program Aspects

4.10.1.1 Function of Risk Management

Risk management is a basic system engineering element of successful program management
(Figure 4.10-3). When properly executed, Risk Management engages all disciplines and
execution teams and is present in all program stages/phases. The functions (Figure 4.10-4) of
the process are to:

* ldentify each risk to the program

Analyze and assess the negative consequences/impact and the likelihood/probability of
the risk actually occurring and determine the risk realization date

Develop specific approaches and plans to mitigate the risk

Implement the risk-mitigation plan

Monitor and track risk-mitigation effectiveness
Based on results from these functions, program management may then determine:

* The amount of schedule and budget reserves to be allocated and to what, based on
identified risks

» How to measure overall program performance with respect to each risk
* How much and what type of help is needed from other sources

* When to look at the process to see if the mitigation effort is working
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* When to add mitigation efforts, costs, and milestones to integrated program schedule
and budget

FAA Risk Management
Risk In System Engineering
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decision-support process that identifies risks,

assesses or analyzes risks, and effectively mitigates
or eliminates risks to achieving program objectives.
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Figure 4.10-3. Risk in System Engineering

FAA Risk Management
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Risk Management: An organized, systematic decision-support process that identifies risks, assesses or analyzes risks, and
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Figure 4.10-4 FAA Risk Management Process
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4.10.1.2 Objectives of Risk Management

The fundamental objective of the Risk Management process is to identify and analyze
uncertainties of achieving program objectives and develop plans to reduce the likelihood and/or
consequences of those uncertainties.

This process is applied to ensure that a program meets technical, schedule, and cost
commitments; delivers a product that satisfies all stakeholders’ lifecycle needs; and provides the
expected benefit. Four lower-level objectives are established as part of the overall objective:

» Timely identification of risks (identifying a potential problem with sufficient leadtime so
the team may implement appropriate alternate plans)

» Consistent assessment of the level of risk across a program (providing a structured
decision-making framework for prioritizing resource application)

« Communication of risk-mitigation actions across the program/project (ensuring that all
elements of the program/project are aligned in resolving risks)

* Review of risk-mitigation action performance
4.10.2 Process Description (Satisfies iCMM PA-14, BP13.04 criteria)

Every participant in a program/project shares the responsibility of assessing and mitigating
risks. The process is a part of the overall program/project management and system engineering
process. This process shall be aligned with the individual products (hardware, services, and
software) that result from consistent functional analysis and requirements allocations, the
Integrated Program Plan (IPP), the integrated program schedule, the associated funding, and
the identified goals and benefits. The program is assessed as to risks associated with impacts
on program benefits, interdependent programs, or environments. For each product, risks are
evaluated against the acquisition baseline technical requirements, schedule, and cost leading to
the successful satisfaction of the program objectives. Risks are identified, assessed, and
appropriate risk-mitigation actions are established that comply with the program/project risk
management plan within the IPP (see Section 4.2, Integrated Technical Planning, Paragraph
4.2.2.2). This plan is developed and tailored (when the technical nature of the program
demands tailoring per Section 3.5) to satisfy the specific program/project needs. (Satisfies
iCMM BP 13.01 criteria)

Results from each assessment are a starting point for the risk-mitigation plan to support
program management decisions (technical, schedule, and cost). The products of this process
are also shared with stakeholders to achieve alignment/acceptance of the resource decisions.
All risks are examined at each program/project/event/item/peer review as defined in the risk
management plan. Updates reflect changes in risk resulting from planned mitigation activities or
other unplanned events. Risk progress is actively tracked. For each risk, a “risk realization
date” is established, marking the point in time when either the risk no longer exists or when the
program shall be modified to accommodate the negative consequences. The question to be
asked and answered is: “What happens on this date?” Risk is “rolled up” when it is taken from a
lower-level project to a higher-level program or from a lower level organization to a higher one
for review and mitigation.
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An essential element of the Federal Aviation Administration (FAA) Risk Management process
from an organizational point of view is the non-advocate concept. The purpose of a non-
advocate is to provide an impartial, objective assessment of the project team's results,
especially with respect to the assignment of risk levels. The input of a non-advocate is essential
on those projects where two or more of the project specialists disagree on the risk levels. A
non-advocate would typically be, but not be limited to, a program management person (above or
at the same level of the program/project manager), a stakeholder representative, and/or a
person from another project or program. The responsibility of a non-advocate is to examine and
assess all aspects of the program/project risk management process before each review. For
small projects, one or two non-advocates may be acceptable. A non-advocate provides an
assessment to program/project managers for consideration and action.

4.10.2.1 Overview

The top-level process for Risk Management is shown in Figure 4.10-1. The process includes
steps that result in identification of potential risks, analysis and assessment of risk, development
of risk-mitigation plans, implementation of the Risk-Mitigation Plan, and monitoring of risk status.

The process is iterative and is used across the program throughout the program’s
Table 4.10-1 Risk Management and the AMS Lifecycle Phases

, o R&D to Mission (1) | Initial Investment |Final Investment Bevond IA
Risk Activity Analysis (2a) Analysis (2b) Analysis y
Risk Focus |Assessment of Assessment of Lifecycle risks of |[Program
operational risk comparative risks  |the selected execution
associated with new [between alternatives falternative; Risk
concepts [Management Acquisition
Plan for IPT [Reviews
iggégs;grﬁk |High-level Some detail IMore detailed [Detailed
Risk Products| < Identification e« Comparative * Updated * Risk
of potential risks risk analysis for Risk Analysis Management
each alternative Plan
e General risks * Risk
and requirements e Initial risk— Management * Risk
for any proposed adjusted cost and Plan (in IPP) Tracking
alternative benefits baseline Matrix
* Final risk—
adjusted cost » Etc.
and benefits
APB
KB : Stakeholder/ investment Analysis [Investment [PT/Sponsor/
Leatiarslile Team Analysis Team System
Role Organization Operator
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lifecycle, with the nature of the risks changing to coincide with the lifecycle stage. The lifecycle
dimension of Risk Management is illustrated in Table 4.10-1. Specific knowledge domains
implement variants of this process to fit their specific needs and environment. However, all
domains effectively perform Risk Management as shown in Figure 4.10-4.

4.10.2.2 Inputs

An expanded set of inputs capable of initiating Risk Management includes both program/project-
and product-related data as shown in Table 4.10-2. Many of these inputs are developed and
refined through the continuous, iterative use of other system engineering processes. Each table
item is to be evaluated for resultant program risk (bolded items are shown in Figure 4.10-1
Process-Based Management Chart).

Table 4.10-2. Inputs to Risk Management

Integrated Program Plan (or Risk Mgmt Plan) 42.1
System Engineering Management Plan (SEMP) 4.2.3.2
Integrated Safety Plan 4.2
Acquisition Strategy Paper
Test plans 412

Integrated Program Schedule

Requirements 4.3.3
Mission Need Statement and CONOPS
Interfaces 4.7
Statement of Work

Concerns/Issues Appendix D
Trade Study Results 4.6.1.4
Design Analysis Results 4.8.4.3
Controlled Data and Reports 4.11.8
Specialty Engineering Analysis Results 4.8
Safety and/or Security Assessments 4.8
Human Factors Assessments 4.8
Verification Results 4.12
Training Results
Maintenance Results 4.13

Operational Results
Lessons Learned
Program Review Results 4.2.6
Analysis Criteria 49.5.5
External Environmental Forces
Acquisition Program Baseline (APB) FAST
Acquisition Reviews 4.2.6
Contractor Outputs
Technology
Constraints
NAS Architecture 4.5.5
Manufacturing/Production Information
Product Configuration Data 4.11.3
Resources/Budgets
FAA Policy
AMS Documents FAST
Corporate Strategy and Goals
Contract
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4.10.3 Risk Management Process Tasks

The Risk Management process is summarized in Figure 4.10-1. The major process steps
shown in Figure 4.10-4 are described in the remainder of this section.

4.10.3.1 Task 1: Identify Risk (Satisfies iCMM BP 13.02 criteria)

Risk identification is a systematic effort to uncover possible events or conditions that, if they
occur, may hinder achievement of program objectives. The process begins concurrently with
program or project planning and continues throughout the life of the program. While risk events
or conditions may have many different root causes (e.g., equipment interoperability
requirements, maintainability and supportability requirements, installation deadlines, contractual
arrangements), the identification process isolates those events or conditions that may affect
program technical performance, cost performance, or the program schedule. At the conclusion
of the identification phase of risk management, it is recommended that a program manager
have a list of (uncertain) events and conditions that may affect program cost, schedule, or
technical performance. Risk identification shall be performed during each stage of the program,
or whenever significant changes occur in plans or program status. Circumstances requiring
assessment for potential risks include:

* Programmatic changes

» Unfavorable trends in Technical Performance Measures, predicted system performance,
schedules, and financial status

» Design/Program/Peer reviews

» Change proposals (including proposed changes in requirements)
* Occurrence of a major unforeseen event

* Newly identified risks

* Special assessments at the direction of Agency Management

* Changes or risks in interdependent programs

* Environment changes

As shown in Figure 4.10-5, participants in risk identification include all stakeholders, users,
suppliers, and appropriate members of execution teams. Teams consider all likely risk sources
in identifying potential risks to the program/project. Risk identification is based on the current
program/project goals supported by the associated technical, schedule, and cost requirements
and plans.

A risk has three aspects: (1) the likelihood/probability that an event will occur (a degree of
uncertainty), (2) the event is in the future, and (3) an unfavorable consequence/impact if it
occurs. It is recommended that the likelihood of a risk occurring not be so low as to be
negligible (i.e., probability essentially equal to zero) nor be equal to 1, which typically indicates
that it has, in fact, already been realized. A risk shall also have a negative consequence/impact
if realized. Positive consequences are not considered in the FAA risk identification and analysis
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FAA Risk Management
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Figure 4.10-5. Risk Identification Flow

process; these are considered opportunities. Note that if there is no uncertainty (i.e., the
situation or circumstance is certain to occur or has already occurred), there is no risk even
though the item has an unfavorable consequence. Itis recommended that this situation be
handled as a management issue or concern, for which a corrective action plan shall be
generated and implemented. This essentially requires rebaselining the program or possibly
canceling the program if the negative consequences are too severe.

Each risk shall have a “risk realization date.” This is a date when either the risk no longer exists
or when the program shall be modified to accommodate the negative consequences. This date
shall be documented when the risk is identified. The question to be asked and answered is:
“What happens on this date?” The negative consequence of the outcome of the event that
occurs on a given date is the basis for the risk.

4.10.3.1.1 Potential Sources of Risk

Risks originate from three basic areas—technical (or performance), schedule, and cost. A risk
identification flow is shown in Figure 4.10-5. Technical risk is based on the likelihood that the
program as planned will be unable to deliver a product to satisfy the technical requirements. As
such, well-documented, defined and quantified technical requirements are necessary to define a
technical risk. Most of the risks listed in Table 4.10-2 are technical risks. Schedule risk results
from the likelihood that the program actions may not be accomplished in the planned program
timing. A detailed program schedule identifying each accomplishment and the critical path is
necessary to develop schedule risks. Cost risk results from the likelihood that the program may
not accomplish planned tasks within the planned budget. A detailed budget, in which the cost of
each accomplishment is specified and any management reserve is known, is needed to
determine a cost risk. Potential loss of funding is typically not a program risk in this risk process
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because the funding decision is made at the Agency level, and the financial risk to the program
occurs once a decision has been made to allocate the existing Agency funding among programs
and/or organizations. Within the FAA risk process, cost is the ultimate expenditure required for
a resource and the end product produced by that resource. Budget is the forecast of all costs
planned for a given project/program, and funding is the supply of money provided to
accomplish a given project/program. The risk source is based on the root cause of the risk
and, as such, only a single source will cause a risk. The source is either technical, schedule, or
cost in nature and not a combination or all of these. This is not to be confused with the
symptoms, which may manifest themselves as some combination of performance (technical),
benefit, cost, and/or schedule impact.

A program’s acquisition strategy generates risks in its own right. Development programs are
different in nature from those using commercial-off-the-shelf (COTS) solutions. Risks that need
to be considered in a COTS-based acquisition appear in Figure 4-10.6.

For each risk area, it is recommended that many sources be considered. For technical risk,
likely sources include technology maturity, complexity, dependency, stakeholder uncertainty,
requirements uncertainty, and testing/verification failure. Sources of schedule risks may include
incomplete identification of tasks, time-based schedule (as opposed to event-based schedule),
critical-path scheduling anomalies, competitive optimism, unrealistic requirements, and material
availability shortfalls. Cost risks may stem from an uncertain number of production units,
supplier optimism, additional complexity, change in economic conditions, competitive
environment, supplier viability, and lack of applicable historical data.

Table 4.10-2 provides the potential sources of risk that shall be considered in the process of
program risk assessment. This listing provides an excellent starting point for identifying
potential risk areas when combined with the input factors shown in Table 4.10-1.

Table 4.10-2. Potential Sources of Risk

Potential Sources of Risk

e Safety e Test

e Security * Verification

* Maintainability * System Integration

¢ Reliability « Staffing

e Supportability « Tools

¢ Human Factors e System Performance
* Availability e Technology

* Decommissioning * Planning

¢ Reducibility e Transition

« Commonality e Environments

* Training Interdependencies (both FAA and non-FAA)
» Operations Acquisition Strategy
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COTS Considerations

Number COTS Risk Factor (Characteristic)

01 | COTSproductscan exhibit rapid and asynchronous changes.

02 |COTS product obsolescence can affect systemsin different ways.

03 | COTSproductsaretypically documented with proprietary data.

04 |Low nitial costsof COTS products can be offset by higher lifecycle costs

Functionally equivalent COT S products/systems can have multiple
configur ations

05

06 |Different COTS product vendors have different quality practices.

07 | COTSproductsform, fit, and function are sold “asis.”

08 |COTSproductsaredeveloped to commercial standards.

09 |COTSproductstypically havetimelimited manufacturer support.

10 |COTS product inter-operability can introduce information security
susceptibility.

Figure 4.10-6. COTS-Based Risk Considerations

The knowledge domains of safety and security impose additional criteria or gates as part of their
identification process. In the case of safety, the process commences with an analysis, which
identifies potential hazards that are the basis for identifying safety related risks. Safety does not
identify a risk until a hazardous situation has been identified.

Information security engineering also utilizes a series of gates prior to identifying a risk. Security
is concerned about the existence of viable threats, which may exploit a system vulnerability to
cause harm. The combination of a viable threat coupled with a vulnerability in the system that is
capable of being exploited by the threat is necessary before the security community moves to
declare a (security) risk.

4.10.3.1.2 Risk Identification Methods

Risk identification begins at the lowest feasible level and normally includes inputs from all
stakeholders and suppliers. Anyone may identify a potential risk. It is recommended that
experts review programs to determine that risks related to their domain(s) have been completely
identified. It is also recommended that similar programs be reviewed for determined risks as
well as actual problems. The objective of this step is to produce as comprehensive a list as
possible of potential risks. This may be achieved using any combination of methods, such as
group discussions, interviews, trend/failure analysis, risk templates, lessons learned, trade
studies, Best Practices, metrics, and acquisition documentation. It is recommended that the
focus be on root causes and not on symptoms of a more basic problem. The problem shall be
defined at the lowest level (root cause) so that the mitigation plan actually addresses the
problem.
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This process includes screening the list of risks for duplication and consolidation as appropriate.
Program Management errors are not risks and shall be corrected before the program moves
forward. Itis recommended that this screening consider program-level ramifications and ensure
that program integration risks are adequately covered. A Risk Worksheet (Figure 4.10-7) may
be used to document newly identified potential risks.

4.10.3.2 Task 2: Analyze and Assess Impacts of Risk (Satisfies iCMM BP 13.03 criteria)

Risk analysis or risk assessment provides program insight into the significance of identified
risks. Risk analysis attempts to assess the likelihood of identified risks and the consequence to
the program if the risk event or condition occurs. The process also classifies each risk
according to the root cause of the risk event (cost, schedule, or technical performance).

Risk analysis assesses each component of an identified risk: (1) the likelihood of the risk
occurring, and (2) the consequence to the program if it occurs, as depicted in Figure 4.10-8.
The basic tool used for qualitative risk analysis is the risk template, which contains a set of
definitions to be used to evaluate the likelihood and consequence of a particular risk. The set of
templates that a program uses may change over time as new templates are added or existing
templates are changed, combined, or eliminated. The program may choose to use program-
unique templates (only if the technical elements of the program demand it), which are based on
and traceable to program or stakeholder requirements, provided supporting rationale is given.
However, modification of templates limits the ability to “roll-up” risks to a higher program level,
and, as such, a mechanism shall be developed to correlate risks developed through modified
templates to the risks developed with the standard FAA templates. The program/project is
responsible for the choice, coordination, and control of the templates used on the program.
These decisions are contained in the Risk Management Plan section of the SEMP (see
Paragraph 4.2.3.12 in Integrated Technical Planning (Section 4.2)).

The result of the risk analysis process is an assignment of a measure termed risk exposure to
each identified risk. Risk exposure is one quantitative figure of merit that represents the
combined effects of likelihood and consequence; it serves as an aid to program management in
ranking identified risks from most severe to least severe. At the conclusion of the risk analysis
process, it is recommended that program management have visibility into the range of possible
outcomes for the program (in terms of achieving objectives) if in fact an identified risk event or
condition occurs.
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FAA Risk Management

Risk Components

Likelihood/Probability
(also called Probability of Failure)
- Reflects likelihood that a program objective
will not be obtained by following existing
plans based on the risk being considered

Likelihood or Probability

Consequence or Impact Factor

(also called Consequence of Failure)
- The program penalty or benefit loss incurred if the objective is
not obtained

v

Consequence or Impact

Figure 4.10-8

4.10.3.2.1 Likelihood (Probability) Determination

A likelihood (probability) template is developed that applies to the specific risk/program under
analysis. A new template is developed and documented if none of the existing program
templates are found to be applicable. This action shall be coordinated within the
program/project using the criteria of the Risk Management Plan. Correlation of the new
templates to the standard FAA templates in this manual shall be established. Figure 4.10-9
provides the FAA definitions of the risk likelihood levels.

4.10.3.2.2 Consequence Determinations

Another set of templates is used to evaluate consequence/impact to the program if the risk
materializes. Consequence templates are shown for three areas of program impact: technical
(Figure 4.10-10), schedule (Figure 4.10-11), and cost (Figure 4.10-12). The choice of the
consequence template to be used to evaluate a given risk is determined by the nature of the
root cause of that risk. If the root cause is technical in nature, it is then recommended that the
technical consequences template be used. It shall be remembered that each of these results in
a risk, which threatens the benefits of a program and may also have interdependency impacts.
The symptoms of the risk may materialize in any combination of program areas: technical (or
performance), schedule, and/or cost. However, treating the symptoms only wastes program
resources and does NOT directly deal with the source or root cause of the risk.

All NAS programs are developed to provide benefit(s) to the system. Risk ultimately reflects in
impacts to benefit(s). All benefit losses are derived from negative impacts in either technical,
schedule, or cost risks. This is a significant part of the risk consequence that shall be defined.
The cost/benefit analysis shall be reexamined as a result of risk-driven impacts to provide the
information needed to make program decisions. As was the case with likelihood templates, if
none of the existing program consequence templates are found to be applicable to a particular
risk, new templates may be developed and documented. Correlation of the new templates to
the standard FAA templates in this manual shall be established.
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A.

FAA Risk Likelihood Definitions

What isthe likelihood the risk will happen?

Not Likely: Your approach and processes will effectively avoid or mitigate this risk
based on standard practices (<10% chance it WILL occur).

The chance of a negative outcome based on existing plans is not likely. This
likelihood level assessment should be based on evidence or previous experience
and not on subjective confidence. This assessment level requires the approach
and processes to be well understood and documented. Little or no management
oversight will be required.

Low: Your approach and processes have usually mitigated this type of risk with
minimal oversight in similar cases (<1/3 chance that it WILL occur).

There is a low likelihood but reasonable probability that a negative outcome is
possible. Present plans include adequate margins (technical, schedule, or cost) to
handle typical problems. This assessment level requires the approach and
processes to be well understood and documented. Limited management
oversight will be required.

Likely: Your approach and processes may mitigate this risk, but workarounds will be
required (~50% chance that it WILL happen).

A negative outcome is likely, or the current approach and processes are only
partially documented. Alternative plans or methods exist to achieve an acceptable
outcome even if the risk is realized. Present plans include adequate margins
(technical, schedule, or cost) to implement the workarounds or alternatives to
overcome typical problems. Significant management oversight will be required.

Highly Likely: Your approach and processes cannot mitigate this risk, but a different
approach might (>2/3 chance that it WILL happen).

A negative outcome is highly likely to occur, or the current approach and
processes are not documented. While alternative plans or methods are believed
to exist to achieve an acceptable outcome, there are not adequate margins
(technical, schedule, or cost) to implement the workarounds without impacting the
program management reserves in performance, schedule, or cost. Significant
management involvement is required.

E. Nearly Certain: Your approach and processes cannot mitigate this type of risk; no
known processes or workarounds are available (>90% chance that it WILL happen).

A negative outcome is going to occur with near certainty. No alternative plans or methods
have been documented. Alternatively, the risk item has yet to be evaluated adequately to
be well understood, so there is a high level of uncertainty about the program success.

Urgent management involvement is required

Figure 4.10-9
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FAA Technical Consequence Definitions

Given the risk becomes real, what would be the magnitude of the impact on system
performance?
1. Low: Given that the risk is realized, there would be minimal impact.

A successful outcome is not dependent on this issue; the technical performance
goals will be met. There would be no impact on the success of the program.

2. Minor: Given that the risk is realized, there would be a minor performance
shortfall but the same approach could be retained.

The resulting technical performance would be below the goal but within
acceptable limits. There would be no need to change the basic design, process,
or approach. There would be no impact on the success of the program.

3. Moderate: Given that the risk is realized, there would be a moderate
performance shortfall but workarounds would be available.

The resulting technical performance would be below the goal. The basic design,
process, or approach could be retained with only minor changes, and the overall
system performance would still be acceptable as a result of workarounds such as
the reallocation of functions or performance goals. There would be only a limited
impact on the success of the program.

4. Significant:  Given that the risk is realized, the performance would be
unacceptable but workarounds would be available.

The resulting technical performance would be unacceptably below the goal. The
design, process, or approach would require a significant change to achieve an
acceptable performance level. Additional workarounds such as the realfocation
of functions or performance goals could aiso be required. The success of the
program could be jeopardized.

5. High: Given that the risk is realized, the performance would be unacceptable
with no known workarounds.

The resuiting technical performance would be unacceptably below the goal.
There are no known alternatives or solutions. The success of the program would
be in doubt.

Figure 4.10-10
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1.

FAA Schedule Consequence Definitions

Given the risk becomes real, what would be the magnitude of the impact on the schedule?

Low: Given that the risk is realized, there would be minimal impact.

The program schedule is not dependent on this issue. There would be no impact
on the success of the program.

Minor: Given that the risk is realized, additiona! activities would be required to
meet key dates.

One or more key dates in the program schedule, but not critical path events,
would be jeopardized; there are identified schedule workarounds that would be
sufficient to mitigate the schedule impact. There would be no impact on the
success of the program.

Moderate: Given that the risk is realized, there would be a minor schedule slip,
and one or more need dates would be missed.

One or more key need dates in the program schedule, but not critical path
events, would be at least one month late; there are identified schedule
workarounds that would be sufficient to keep the program critical path from being
affected. There would be only a limited impact on the success of the program.

Significant: Given that the risk is realized, the program critical path would be
affected.

One or more events on the program critical path would be at least one month
late. There are identified schedule workarounds that would be sufficient to meet
major program milestones. The success of the program could be jeopardized.

High: Given that the risk is realized, a key program milestone cannot be
achieved.

Completion of a key program milestone would be late, and the success of the
program would be in doubt. The slip requires a re-baseline of the program.

Figure 4.10-11
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1.

FAA Cost Consequence Definitions

Given the risk becomes real, what would be the magnitude of the impact on cost?

Low: Given that the risk is realized, there would be minimal cost impact.
Program cost is not dependent on this issue. There would be no impact on the
success of the program.
Minor: Given that the risk is realized, the total costs, operating cost or unit
production cost would increase by = 1%.
The program costs and/or the production unit cost would increase by = 1%.
There would be no impact on the success of the program.

Moderate: Given that the risk is realized, there would be a minor increase in
financial need. The program costs, operating cost or unit production cost could
increase above 1% up to = 5%.

The program costs and/or the production unit cost would increase above 1% to =
5%. There would be only a limited impact on the success of the program.
Significant: Given that the risk is realized, the total costs, operating cost or unit
production cost would increase by above 5% to = 10%.
The program costs and/or the production unit cost would increase above 5% to =
10%. The success of the program could be jeopardized.
High: Given that the risk is realized, the total costs, operating cost or unit
production cost would increase by greater than 10%.

The program costs and/or the production unit cost would increase by greater
than 10%. The success of the program would be in doubt.

Figure 4.10-12
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4.10.3.2.3 Risk-Level Determination

The likelihood and consequence are considered to be independent, but tied to the same event,
and are mapped into a risk grid to determine the individual risk level (e.g., high (red), medium
(yellow), or low (green)) as shown in Figure 4.10-13. This mapping facilitates the prioritization
and trend analyses of risks throughout the life of the program. Use of a "color code" for each

Risk-level definition high (red) is likely (a high probability) to cause significant disruption of

FAA Risk M anagement

Risk Grid

Likel
ihoodr . High
D
C Medium
B
A IIII Low

1 2 3 4 5
Consequence

Figure 4.10-13. Risk Grid for Determining Risk Level

schedule, increase in cost, or degradation of performance. Concerted and continual emphasis
and coordination may not be sufficient to overcome major difficulties. Medium (yellow) may
cause some disruption of schedule, increase in cost, or degradation of performance. Special
emphasis and close coordination is probably sufficient to overcome difficulties. Low (green) has
little potential for disruption of schedule, increase in cost, or degradation of performance.

Normal emphasis and coordination is probably sufficient to overcome difficulties. The threshold
for differentiating between high, medium, and low may change from program to program, but not
risk level supports effective communication of program health internally and externally for risk to
risk, and it is recommended that it be determined early in the life of the program.

The color coding on this grid is also used to communicate management’s threshold of risk

acceptability. For acquisition or development programs, this threshold is usually the line
between green and yellow. While development programs are focused on maturing a point
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FAA Risk Analysis

Consult non-advocates

to support risk analysis E
What isthe Likelihood the risk will happen? '8D
Leve Existing Infrastructure, Gover nance and Processes | (@] M edi
Near ... cannot mitigate thistype of risk; NO known processed ~— C
-8 E Certainty | or alternativesavailable. (>90% chanceit WILL happen)| g,
() Highly | ... cannot mitigatethisrisk, but a different 4
c D Likely approach might. (>2/3 chance it WILL happen) 3 B =
= may mitigate thisrisk, but alter native approach(es) Low
0| c Likely | oy oeroges e | Pk
~ Y | may berequired. (~50%chance it WILL happen) A
T B Low ... have usually mitigated this type of risk with minimal
Likelihood | oversight in similar cases. (<1/3 chanceit WILL happen) 1 2 3 4 5
. ... will effectively avoid or mitigate thisrisk based on
A Not Likely standard practices. (<10% chanceit WILL happen) CO n Seq uence
Always consider | nterdependencies and benefits impacts
Given therisk isrealized, what would be the magnitude of the impact?
Level Technical Schedule Cost
8 1 Minimal I mpact Minimal Impact Minimal I mpact
c Minor performance shortfall, Additional tasksrequired, Development or acquisition
@ 2 same approach retained ableto meet key dates cost increaseto<1%
g. ' | Moderate performanceshortfallv, Minor schedule dlip, will miss | Development or acquisition '
QO 3 | ..alternativesavailable need date without workaround| cost increase >1% & <5%
2 4 Unacceptable perfor mance but ' Program critical path impact | Development or acquisition
o alternatives available but workaround available cost increase >5% & <10%
O Unacceptable performanceand | No known way to achieve Development or acquisition
S NO alternatives exist program milestones cost increase >10%

Figure 4.10-14. Risk Analysis

solution for a requirements set, research is aimed at determining the feasibility of an approach
or technology. For research programs, the level of acceptability is typically defined as the
threshold between yellow and red because the success criteria of research do not require the
same degree of granularity as development. The degree of risk-level acceptance and the
actions required to reduce a risk below that level shall be detailed in the Risk Management Plan.
Figure 4.10-14 is a summary of how the consequence and likelihood are consolidated to define
the risk level.

Various technical communities employ risk analysis techniques or methodologies specific to
their domain. They portray their conclusions and recommendations as grids similar to that
shown in Figure 4.10-14; but the scales vary from 3 x 3 to 10 x 10 with many variations in
between. Itis recommended that the representation a given specialty community (such as
Safety or Information Security) uses to draw conclusions be suited to its particular situation.
However, the criteria used and portrayal of a community’s conclusions and/or recommendations
shall be consistent with the program view of risk. Figure 4.10-15 illustrates this correlation for
the ISE risk elements shown in Figure 4.8.6-5 (see Section 4.8.6, Information Security) and the
basic risk elements discussed in this section. Regardless of the steps/methodologies used by a
specialty knowledge domain, all risks need to be portrayed to management on the same basis
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(see Section 4.10.3.5 below) to allow for effective decisions on the application of risk-reduction
resources. However, the basic conclusion(s) reached by the specialty community must be
preserved in any translation into a common program reporting format.

FAA Risk Management
Risk: A situation or circumstance which creates uncertainties about hieving program
Risk Management An organized, systematic -support process that identifies risks, assesses or analyzes s, and
effectively mitigates or eliminates risks to achieving program bjectives
How Are Things
Communicate Risks to all

stakeholders
+ Review mitigation actions for

Risk
Management Plan

compliance to plan regularly
« Watch for new risks

Monitor and Track

What Canfgo
® Proposed chan Analyze
- Staffing
— Process

— Design
— Supplier .
® Transition to operatior\@hecklists How Big Is the
® Test failures

e Categories

® Failure to meet objective Technical

® Simulations Schedule

 Negative trends Cost

® Issues list ® Likelihood How Can

Implement Risk
Mitigation

o Interdependencies © Consequences
* Safety * Identify the risk level
* Human Factors from the 5x5 risk grid

® Integration * Determine risk
® ..And more esolution date

« Does the risk state!
« Is the source or cal
« Do others need to K
« Is the risk mitigatiol
root cause of the

« Are all stakeholderd

Apply
Controls

¢ Assessment SCA
Packag
— Threat Assessment
— Vulnerability Assessment
+ Difficult * Mitigation —
+ Likelihoo — Mitigation to acceptable
— Risk Calculation risk
« Impact to the NAS — Residual Risk ¢ Evaluation
« Risk acceptable to the — Monitoring
DA — Feedback

Modeled fromNIST SP -30, Rev A, Draft

Figure 4.10-15. Correlation of Risk Management with Information Security Methodology

The General Accounting Office (GAQO) has also defined a process to handle risk in a report
issued in 2000 (Reference 16). It contains the same elements shown in the FAA Risk model
with the exception of the track and control step. Figure 4.10-16 shows the correlation between
the two approaches and demonstrates how the GAO recommendations are satisfied with the
process described in the FAA System Engineering Manual (SEM).
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FAA Risk Management

GAO Risk Assessment Process/Criteria

Does the exposure No —

relate fo ¢ Aprogram that has national significance? > U :

* A management function that is key to rn
: . . performance and accountabilfity? :
: 1. Identify Risk lyes Z
Does the risk An inherent vulnerability? No > :|

oes the risl . n inherent vulnerability? :

stem from * A systemic problem? E .

Yes

Quantitative factors Y Qualitative factors ]

Is $1 billion or more at risk in . * Public health and safety?

Is the exposure to areas such as: Could the risk be * Service delivery?
; Ioss. mgtenal in seriously * National security?
quantitative terms? | o Tha yalye of major assets detrimental to * National defense?
. (e.g., loans receivables) or ¢ Economic growth?
being impaired? * Privacy or citizens' rights?
; * Revenue sources (e.g., * Sensitive information?
; taxes due) not being
: rgahzed? . * Significantly impaired
: * Major agency assets (e.g., Could the risk service?
i inventory, property) being result in * Program failure?

lost, stolen, damaged, or * Significantly reduced
wasted? effectiveness?
* Significantly reduced
efficiency?
l * Public injury or loss of life?

. * Unreliable decision-making
: Based fessional judgment cate?
E ased on professional judgment, . i
: 2. Analyze does tF;\e combinatjion%f No Re:::::‘;c::]figence "

: Risk

qualitative and quantitative factors
make the program or function

INJWNSSISSYV

high risk?

Yes [
: Y :
: ) * Has the agency demonstrated a commitment to Z
: 3. Select Risk Are corrective resolve the material control weakness? Yes —
P ) ) measgres * Has substantial progress been made to —» -]
: Miti g ation O ptl on effective’ strengthen controls to address the risk?' —
: * Are corrective action plans appropriate? G)

No * Wil effective solutions be completed near term >

: 4. Implement Risk
: Mitigation Plan

and get to the root causes of the problem?

is high risk

Program or function

GAO process requires examination of risk and the development of a mitigation

effort. Shown is Figure 5 of GAO/OCG-00-12, Page 9. (August/2000).
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4.10.3.3 Task 3: Select Risk-Mitigation Option (Satisfies iCMM BP 13.05 criteria)

The objective of risk-mitigation handling is to implement appropriate and cost-effective risk-
mitigation plans to mitigate or eliminate the risks. Appropriate risk-mitigation techniques are
selected and mitigation actions are developed, documented, and implemented. Risk-mitigation
handling (planning, implementation, and tracking) is the core of risk management. Risk-
mitigation implementation requires a conscious management decision to approve, fund,
schedule, and implement one or more risk-mitigation actions. Risk-mitigation plans and
mitigation actions are reviewed frequently at major reviews, program reviews, acquisition
reviews, and milestone reviews.

Risk-mitigation actions fall into one, or a combination, of the following strategies:
* Avoidance
* Transfer
* Control
e Assumption

* Research and Knowledge

"Avoidance" is a strategy to avert the potential of occurrence and/or consequence by selecting a
different approach or by not participating in the program. This technique may be pursued when
multiple designs or programmatic options are available. It is more likely used as the basis for a
"Go"/"No-Go" decision at the start of a program. Some examples are selection of state-of-the-
practice rather than state-of-the-art technologies and prequalification of suppliers. The
avoidance of risk is from the perspective of the overall program/project, which includes the
stakeholders, contractors, and execution groups. Thus, an avoidance strategy is one that
involves all of the major parties to the program/project and permits a program/project-wide
avoidance of the risk.

"Transfer" is a strategy to shift the risk to another area, such as another requirement, an
organization, a supplier, or a stakeholder. Examples include reallocating requirements,
securing supplier product warranties, and negotiating fixed-price contracts with suppliers. Note
that at the program level, the risk remains. The transfer of the risk is accomplished primarily to
optimize, in a sense, the overall program risk and to assign ownership to the party most capable
of reducing the risk. It is possible that the risk level may change as a result of the risk transfer.

"Control" is a strategy of developing options and alternatives and taking actions that lower or
eliminate the risk. Examples include new concepts, more analysis, redundant systems and/or
components, and alternate sources of production.

"Assumption” is simply accepting the likelihood/probability and the consequences/impacts
associated with a risk's occurrence. Assumption is usually limited to low risks. This is a
program/senior management option, not a project option. FAA practice is to develop mitigation
plans for all medium and high risks.
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“Research and Knowledge” may mitigate risk through expanding research and experience.
Since risk arises from uncertainty and inexperience, it may be possible to effectively mitigate
risk simply by enlarging the knowledge pool, leading to reassessment that reduces the
likelihood of failure or provides insight into how to lessen the consequences.

At this point, several alternatives for mitigating the risk have been identified and analyzed for
selection of the preferred approach. Alternatives include detailed plans for mitigating the risk in
several small, sequential steps; alternative steps; or entirely new (nonbaselined) approaches to
accomplishing the program. Further, contingency plans are identifiable alternatives, which may
be implemented if a mitigation plan fails, and the risky event or conditions occur with more
serious consequences than anticipated. The mitigation steps are the major milestones of the
mitigation plan. Contingency plans need not be extremely detailed.

For instance, the risks associated with selecting a COTS-based acquisition approach (see
Figure 4.10-6) have known risk-mitigation strategies. These strategies need to be included in
the trade studies when comparing acquisition approaches. Because COTS has an inherent set
of risks that are market-driven, most of the risk-mitigation strategies fall into the “Control”
category in order to anticipate and reduce the risks to acceptable levels. More information on
COTS risks and mitigation strategies may be found in the FAA COTS Risk Mitigation Guide,
which is available at http://www.faa.gov/aua/resources/COTS.

Trade study techniques may be performed to help select the preferred risk-mitigation plan.
While the proper criteria and their weights for each analysis are dependent on the risks to be
mitigated, it is recommended that the following be included:

» Does the option mitigate the likelihood or consequence of the risk?
* Does the option fit within program scope?

* Isthe option easy to implement?

* Are new risks avoided or introduced?

* What is the cost of mitigation?

* What is the schedule for mitigation?
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The risk level is the first criterion used to determine the need for a risk-mitigation plan. Program
risks that fall into the medium or high categories require risk-mitigation plans. Risks that are
assessed as low typically do not require mitigation plans but may have certain aspects that
would be prudent to monitor. If this is the case, risk-mitigation plans may be formally or
informally implemented for these low-risk issues based on the specific Risk Management Plan
for a program.

It is essential that those responsible for plan implementation have a thorough understanding of
the risk to be mitigated. This may be accomplished with a good summary statement of the risk.
It is recommended that the statement include descriptions of the future event or condition, which
confirms trouble for the program; the root cause(s) of the event outcome or conditions; and the
specific effects to the program if the event or conditions occur with negative consequences. ltis
recommended that the risk not be stated in terms of its mitigation plan.

It is recommended that the status also include a summary of risk-mitigation efforts that
references more detailed documentation. A Risk Mitigation Plan Summary (Figure 4.10-17) is
used to report the analysis and actions on an individual risk.

The risk-mitigation plan documents the specific steps to be implemented, the sequence in which
they are to be implemented, and the points in time at which they are to be implemented.
Developing a risk-mitigation plan includes assessing the expected outcome following
implementation. It is recommended that the same method initially used to assess the risk, such
as risk templates, be used to provide a forecast of the risk level after completion of each action
of the risk-mitigation plan. The expected impact of each mitigation event on risk level may be
projected using a format similar to that of Figure 4.10-18 (a "waterfall chart").
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Risk 1D No: AND490-001
Date 04/15/3032

Risk Mitigation Plan Summary

Sample

Page 1 of 6
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Scan rate low

Program/Project
Project Lead

ASR-27
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Description of Risk

Statement of Root Cause
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Figure 4.10-17. FAA Risk Mitigation Summary (Example)
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Figure 4.10-18. Typical Risk Mitigation Portrayal
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The risk-mitigation plan becomes the basis for monitoring the success in mitigating each risk.
The plan includes, but is not limited to, the following:

* A description of the risk for which the plan applies

* The mitigation approaches, which detail the specific actions that are planned to reduce
the risk or eliminate it. It is recommended that these actions be event-based, integrated
into a schedule, and have associated with each of them:

— The decision point or trigger, past or future, that initiates the action or group of
actions

— The resources required to execute the actions (including personnel, capital
equipment, facilities, procured equipment)

— The measures of success to be used for the planned actions or group of actions

— The fall-back options or contingency plans (if any)

The planned completion dates of the actions

* Risk-mitigation metrics

* The Risk Worksheet (Figure 4.10-7)

* The initial Risk Mitigation Plan Summary (Figure 4.10-17)
* Risk Mitigation Waterfall Schedule (Figure 4.10-18)

It is recommended that a risk-mitigation plan be evaluated to determine its effectiveness. This
analysis is performed in the same manner as initial analysis for the risk. The set of templates
used for analysis of the risk may also be used to determine the mitigation in the risk level
following the completion of each major action or group of actions. The regular reassessment of
the risk and performance to plan using a fixed set of criteria provides a consistent analysis of
the impact to the program.

The Risk Worksheet (Figure 4.10-7) guides the team through the first three tasks in the Risk
Management process: ldentify, Analyze, and Develop mitigation planning to obtain a risk
reduction decision. When a risk-mitigation plan has been prepared, (Program) Management
reviews and approves it based on criteria defined in the Risk Management Plan. The decision
is reflected in the disposition blocks at the bottom of the Risk worksheet.

4.10.3.4 Task 4: Implement Risk-Mitigation Plan (Satisfies iCMM BP 13.05 criteria)

Once risk-mitigation actions are decided, they shall be implemented and carried out effectively
so that either risk likelihood or consequence, or both, are reduced to an acceptable level. The
implementation of risk-mitigation actions requires that specific tasks be incorporated into the
planning, scheduling, budgeting, and cost-accounting systems used on the program.
Incorporating risk-mitigation actions directly into the overall program schedule at a point where
risk likelihood or consequence may be affected before a risk occurs keeps management and the
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program team aware of the need to allocate resources (labor, materials, and possibly other
resources) to accomplish risk-mitigation tasks. The Risk Mitigation Plan Summary chart (Figure
4.10-16) is used as a means of reporting progress in mitigating risks. Each major event in the
mitigation plan is identified along with how that event mitigates the risk and to what level.

Incorporating the risk-mitigation plans and milestones into these program processes and
systems ensures that the risk and its mitigation plans may be monitored and tracked until the
risk is eliminated or the risk requires program modification. Risk-mitigation plans may be
documented starting with the Risk Worksheet shown in Figure 4.10-7 and a Risk Mitigation
Waterfall Schedule shown in Figure 4.10-18. All mitigation activities are shared with and
communicated to all stakeholders.

4.10.3.5 Task 5: Monitor and Track Risks (Satisfies iCMM PA 14 criteria)
Reassessing currently managed risks is done on a periodic and event basis to reflect current
status of the risks as well as to identify and quantify new and emerging risks. New potential

risks to the program may be identified at any time. Newly identified risks are analyzed using the
same steps described in Section 4.10.3.2. See risk summary in Figure 4.9-19.

Program Risk Summary
Sample few risks

*Risk#1 *Risk #2
*Risk #3

lihood

*Risk #5

*Risk #4

Li

> W /O O m

1 2 3 4 5
Consequence

- Low Medium - High

Figure 4.10-19. Program Risk Summary

Steps in the risk-tracking process focus on providing the execution teams, interdependent
activities, and program management with program risk trends and status. Actual performance
of the planned mitigation actions is compared to the expected performance. The bold line on
the Risk Mitigation Plan Summary “waterfall area” (see Figure 4.10-18) indicates progress made
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to date on the mitigation plan. Detailed cost and schedule tracking is done as part of the
program schedule and cost-tracking system. It is recommended that the Risk Management plan
contain the management visibility requirements for the program. These requirements include
reporting frequency and content. A sample of a brief summary of all risks for a particular
program (or team) with relatively few risks appears in Figures 4.10-19. A standard reporting
format shall be used (see Figure 4.10-20) to facilitate integration of risk information across
projects and programs. It is recommended that the risk-management plan also indicate the
extent of supporting detail, usually in the format of templates (see Figure 4.10-21).

It is recommended that the management visibility effort be focused on monitoring and tracking
the effectiveness of the risk-reduction decision. The impact of the risk on program and the
relevant decision are incorporated into the project schedule as risk-mitigation actions. They
are inserted into the program’s Integrated Program Schedule (Figure 4.10-22). The lowest-level
tasks involved are flagged with the assessed risk level; higher-level Work Breakdown Structure
tasks inherit the maximum risk level present in any subordinate task. Hence, review of the
schedule at any level from

{Extracted from PMR TEMPLATE)

Program Risks Summarﬁ_ e
isk Trends

E al,
E 50
-g D 1 O 40
-E E n 4
] C & wH —
@ Y= 1
- o
E Juhill  Aup0l  Sap0l Ol Kol Dee0l Jond@ Tk 02
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O
A ] i . .
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1 2 3 4 5 MONTHLY
& months
Consequence QUARTERLY
12 months
Risk Summary Likelihood Conseguence
Total Risks Active on Program 55 o = HElkEy 1 = Minimal o no impact
: . " . B = Low likelihood 2 = Minor, able to maintain same approach
Risks W'th ’&‘ppm.ved MI'[IQE:I'[IDFI Plans 25 = = Likely 3 = Moderate shorfalls, workaround exists
MNew Risks Pending 14 D= Highlylikely 4 = Unacceptable, workaround exists
E = Mearcerainty 5 = Unacceptable, no altemative exists

Figure 4.10-20. Standard Risk Reporting Format
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(Extracted from PMR TEMPLATES) Program Risks

G
R |Li 20 Ri Risk
se R R .
sk ai Ikﬁ au]| 5K Risk Mitigation Mitigation
\I;: sk t;o enl| 1Y Decision
o % |a ce||P® Date
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> 1 | D| 5|| C Aircraft users do not accept NEXCOM | community to determine concerns
plan - Benefits for GA not sufficient to | and etrataniac far racalitinn f
Hz |pls Business case does not demonstrate PT will establish joint working group Jul-02
A C RO for airlines to enrin with industry to develop business

List risk updates IN PROGRAM PRIORITY ORDER for each New, High Risk item (Red), and Significant

Level Changes (High to Low &/or Low to High).

Likelihood

E = Near certainty
D = Highly likely
C = Likely

B = Low likelihood
A = Not likely

Consequence

1 = Minimal or no impact

2 = Minor, able to maintain same approach
3 = Moderate shortfalls, workaround exists
4 = Unacceptable, workaround exists

5 = Unacceptable, no alternative exists

Risk Level:

H-High M-Medium L -Low
= same as last report

*: up from last

renort

= down from last
report

Risk Type

Iﬂ = Technical
= Schedule
= Cost

Note: There is a difference between arisk and an issue. If something is a certainty, it is no longer
arisk and should be described as an issue and reported on the issues/concerns slide

Initially each High risk should be briefed. Subsequently, any new or major change to a risk item
should be captured on this slide. See attached proposed “Risk Management” (Attachment #1) for
guidance on how to assess and report program risks.

Figure 4.10-21. Template Formats
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Integrated Program Schedule: summary level (top) and “drill-down” to lowest level tasks (bottom).

‘ ‘ 2002 2003 2004
D |Task Name Risk Start Finish atr 3 [Qtrd [Gtrt [ate2 [otra [ated [otrt [otr2 [cera[ctra [aret [otr2
1 Mission Analysis 101/99 10/5/99

7 Investment Analysis 10/6/99 10111499

17 | Solution Development O 10111499 32207 .

18 Program management 10112499 1012499 :

22 System Engineering @ 10/11/99 172307

23 System Requirements and Definition 101399 101399

25 Analysis, Design, and Integration 0 53101 172307 ||||||||||||H|||:|

26 Enhanced Visual Approach - Level 1 0 3i6/02 9/24/03 e 7%
44 CDTI-Enhanced Flight Rules - Level 2 0 2/28102 1705 W

70 CDTI-Enhanced Flight Rules - Level 3 0 1020003 152307 L
95 Terminal Area Multilateration Performance Q 12/ 1/24/03 0%

Evaluation

113 Terminal Area Common ARTS Integration O 531101 6i21/04

Risk information displayed at summary task level in the . High risk

program Integrated Master Schedule (IMS) . .

O Medium risk
. Low risk
‘ ‘ 2002 2003 2004

D | Task Mame Rk Start Finish  [ctr 3 [ctrd (et [otr 2 [otr s [otr s [ote 1 [owe 2 (o3 [otr 4 (ot (o2
1 Miszion Analysis 1011199 105199

7 Investment Analysis 10/6:99 10/11/99
17  |Solution Development O 10/11/99 3/22/07 [EE—
18 Program management 1012199 1012199
22 Systemn Engineering O 10/11/99 1/23/07 [EEEE———
23 Systemn Requirements and Definition 101399 101399
25 Analysis, Design, and Integration 0 53101 A/23/07 [
26 Enhanced ¥isual Approach - Level 1 O 3602 9:24/03
27 Resohe vhE With data i faf i O 3E02 4702
28 Carvler# equipage O 352002 3520003
29 Data collection period #1 41 T02 THoo2
30 Metrics repaort #1 THTI02 THT02
al Data collection periocd #2 T2 10302
32 Metrics repart #2 10M B2 101602
33 Drata collection period #3 10M 6102 11803
34 Wetrics repart #3 1303 113503
35 Drata collection period #4 1M503 4/9/03
36 Metrics repart #4 41603 41603
j<r o t 1% - 3% g tin terminal arvival rat @ 41603 S0
35 Decision Point - Does data support Level 1 equippage? 611603 B/1G03
38 Certify COTl use during visual approach @ 618103 9:24/03
44 CDTI-Enhanced Flight Rules - Level 2 O 2128102 1705 L
70 CDTI-Enhanced Flight Rules - Level 3 o 10,2003 172307 .
95 Terminal Area Multilateration Performance [ 1/24/03 0%

Evaluation

113 Terminal Area Common ARTS Integration O 5310 6721704 [———

“Drill-down” capability - Risk information displayed for lowest level tasks;
summary tasks show highest level of risk for any subordinate task

Figure 4.10-22. Risk Information Incorporated Into Program
summary tasks (Figure 4.10-22, top) to lowest-level tasks (Figure 4.10-22, bottom) allows

program management to maintain appropriate risk visibility, and also allows “drill-down” to
increasing levels of detail as the schedule view is expanded.

Effective program management always involves examining cost and schedule during review of
the progress of the program. Making risk information visible as part of the IMS ensures that risk
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information receives ongoing management attention. Integrating program risk data into the
integrated master schedule fosters better, risk-based decisionmaking in at least three ways:

* The need for separate risk reviews competing for the program manager’s time and
energy is eliminated.

» Integrating the risk information into the IMS effectively prevents isolation of the risk
efforts from the mainstream tasks and program milestones. The risk profile of the
program is presented as part of the overall management view of the program. As each
decision point is reached, the risk information associated with that event is portrayed,
and hence, shall be considered.

* The portrayal of program progress illustrated in Figure 4.10-22 alerts management to
when a decision needs to be made and what that decision is. This provides visibility
across the entire program in advance of impending decision points so that the
necessary relevant information is provided in a timely manner to support an informed
decision.

4.10.4 Outputs (Satisfies iCMM Artifacts criteria)
The five major outputs of this process are:

* Risk-Mitigation Plans (see Section 4.10.3.3)

* Risk Mitigation Plan Summary (Figure 4.10-18)

* Program Risk Mitigation Progress Chart (Figure 4.10-19)

* Program Risk Summary (Figures 4.10-20 and 4.10-21)

* Program Risk Register (Figure 4.10-23)

It is recommended that the Program Risk Summary, the Risk Mitigation Plan Summary, and the
Program Risk Mitigation Progress charts be briefed at all regular program reviews.

Management decisions are based on the above information. It is recommended that a complete
status of a given risk be briefed when the risk is identified and immediately following the risk
realization date.

It is recommended that the Risk-Mitigation Plan be considered an appendix to the IPP and
Acquisition Program Baseline. It shall be handled as an integral part of program effort.

4.10.5 Risk Management Tools

The tools needed to implement this process include:
» Approved Risk Management Plan
* FAA Risk Worksheet

» Likelihood and consequence templates tailored for the program
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* Risk Mitigation Plan Summary
* A means to communicate results across a program (electronic mail, servers, etc.)

* A means to document the results of the process and manage the outputs (databases,
spreadsheets, word processors, etc.)

* Analytical tool(s) to support Risk analysis and tracking
4.10.5.1 Analytical tools

An example of a database tool is “Risk Radar” (a tool free to the government that may be used
to generate many of the risk work products (see Section 4.10-7)). A version of Risk Radar that
incorporates the FAA templates and forms is available for download (http: TBD). This software
is available free to all FAA programs (including contractors for use in supporting FAA programs).
It requires MS Access 2000 and interfaces with MS Project 2000 for schedule linkage to the
overall Program Master schedule.

Analytic tools may be used for probabilistic analysis of schedule uncertainty or technical
uncertainty. Critical Path Analysis tools may be used with the Integrated Program Schedule to
regularly evaluate schedule risk. In a similar fashion, commercial applications (e.g., @RISK)
may be applied to technical parameters (such as weight, latency, power, computer throughput)
to establish confidence ranges. Results from these probabilistic analyses may support the
overall risk analysis task of establishing a likelihood of occurrence. Further details on the use of
probabilistic analysis appear in textbooks and technical papers that cover statistical analysis for
risk management.

4.10.5.2 Risk register

The risk register (see example in Figure 4.10-23) is a listing of risk information associated with
achieving program objectives. If risk registers are created and maintained by each project, a
single composite register of all interdependency risk items shall be developed for the program.
These registers are to be consistently used to monitor and track overall risk status within team
meetings, program management reviews, and major program reviews. Immediately following
identification and analysis of a new medium or high risk or when a significant change occurs in a
previously identified risk, changes shall be incorporated in the register and other documents and
the new risk identified to stakeholders. The distribution list is to be established and
documented in a program's Risk Management Plan. Computer database systems may be
needed to manage these outputs for large programs. Smaller programs may often be able to
use desktop computer techniques. At a minimum, the following information shall be included in
the risk register:
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DATE 04/15/3032
(Example) Page_1 of _1
Revision
Q
(=2}
c
@ )z Next Risk
= 2 g Risk Item/Consequence Mlestone | Resolution Mitigation Status
2 g 2 date Date 2
2|lo] o >
#* (=18 4 =
X |of X X
21%lo| 2 D
x| a0 o o
1]4|3 M * Sweep rate low/ delays-benefitsloss | 30320515 | 30321017 On Track T
2
3
Consequence Key: Risk Level: Risk Type:
1= Minimal impact rrr— . - Technical
2= Minor, able to maintain same approach _H»'_ngh | M - Medium L - Low 8 _ Schedule
3= Moderate shortfalls, workaround exists = same as last report *: up from last report
4= Unacceptable, workaround exists *2 down from last report © - Cost
5= Unacceptable, no alternative exists

Figure 4.10-23. Risk Register
4.10.5.2.1 Risk Register Identification and Creation/Update Date
This is the name of the program risk item. Indicate the root cause of the risk in this section.
4.10.5.2.2 Risk Identification Number
This number is code that identifies a unique sequence.
4.10.5.2.3 Likelihood

This is a figure-of-merit indicating the relative likelihood/probability that the identified risk will
actually occur (Likelihood Template, Figure 4.10-9).

4.10.5.2.4 Consequence

This is a figure-of-merit indicating the relative severity of consequences/impacts that could result
if the identified risk did occur (Consequences Templates, Figures 4.10-10, 4.10-11, and 4.10-12,
for examples).

4.10.5.2.5 Risk Level/Change

This is a single letter indicating the assessed risk of an item as high, medium, or low (H, M, L)

or, red, yellow, or green (R, Y, G), respectively. An arrow that indicates the direction that the
risk has moved since the last revision to the risk register demonstrates the risk change.
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4.10.5.2.6 Risk Consequence Description
This is a brief, well-stated description of the risk’s negative consequences.
4.10.5.2.7 Next Milestone Date

This date is the projected date at which the risk level converts to lower risk. This is traceable to
the Risk Mitigation Plan Summary (See Figure 4.10-17).

4.10.5.2.8 Risk Realization Date

This is the date (or point in time) of the event that either makes the risk a real part of the
program or eliminates the need to track the risk. Early in the program, it may be difficult to
predict an exact date, but a general timeframe needs to be developed. As the program
matures, date realization occurs. It is recommended that these dates be reviewed regularly and
be on the program master schedule.

4.10.5.2.9 Mitigation Status
The currently planned mitigation actions are defined.
4.10.5.2.10 Risk Type

The risk type designates if the risk is a cost risk, a schedule risk, or a technical risk (see
Paragraph 4.10.3.1.1).

4.10.5.2.11 Risk-Mitigation Plan Status

The teams regularly update and report the status of the risk-mitigation plan for each risk being
tracked that requires risk handling. Actions are initiated as required in which mitigation plan
activities are not being accomplished. The risk status is also reviewed with program
management on a regular basis. A sample of a brief summary of all risks for a particular
program (or team) is shown in a Program Risk Summary (Figures 4.10-19 and 4.10-20) for use
depending on program size.

4.10.6 Risk Management Process Metrics (Satisfies iCMM PA 18 criteria)

It is recommended that Risk Management-related metrics be focused on Program and/or
Project success criteria. At the Program level these metrics measure program progress to plan.
Earned Value Management is an excellent set of measures to portray the extent of schedule
and cost risk in a program. The variance to plan for either Schedule Performance Index or Cost
Performance Index may be used as a measure of risk on the Program. Technical or
performance risk may be measured through by using Technical Performance Measures. The
projected and/or actual variance to performance requirements is a measure of technical risk. At
a lower level, metrics for the Risk Management process itself may include:

» Total risks identified over time; total high risks, total medium risks. The objective
is to provide visibility into risk trends over time.

* Percent of risks (medium and high) with approved mitigation plans. The objective
is to measure the effectiveness of handling the risks requiring action.
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» Percent of overdue mitigation activities. The objective is to measure the
effectiveness of meeting mitigation plan schedules.

» Aging of active risk records. The objective is to gain insight into the currency of the
risk database.

* Number of risks past their realization date. The objective is to provide an indicator of
the effectiveness to handle risks in a timely manner.

Major FAA programs are required to submit yearly budget estimates with supporting justification
for the investment in accordance with Office of Management and Budget (OMB) Circular A-11
(Ref 22). These submissions are provided as an “Exhibit 300" in a format proscribed by OMB.
OMB uses risk as a factor to measure the health of investment programs based on the Exhibit
300 data. The OMB scoring criteria for Risk Management is shown in Figure 4.10-24. OMB
requires that the risk related data be presented in 19 categories defined in Circular A-11. The
OMB requirement is for reporting purposes to provide OMB objective evidence that all aspects
of risk have been considered in managing FAA investments. Figure 4.10-25 provides a
crosswalk between the Investment Analysis process used in support of the FAA Investment
decision(s) that evaluates the source(s) of risk for each investment alternative, risk
implementation categories discussed in the SEM that are used for the ongoing management of
programs and organizations, and the OMB reporting categories used by OMB to gauge the
health of our investment programs.
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Risk Management

SECTION 4.10

OMB Exhibit 300 — Business Case Scoring

5: Risk Assessment was performed for
all mandatory elements and risk is

this project.

managed throughout the project.

4: Risk assessment addresses some of the
risk, but not all that should be addressed for Risk Management (RM)

3: Risk Management is very weak and
does not seem to address or manage most
of the risk associated with the project. System (PB)

Seoring Elemen

Seore

Performance Goals (PG

Security (SE)

Performance Based Management

Life Cyele Costs Formulation (LC)

2. Risk Assessment was performed at the
outset of the project but does not seem to
be part of program management.

1. There is no evidence of a Risk
Assessment Plan or Strategy.

Figure 4.10-24. OMB Risk Scoring Criteria
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Risk Reporting Throughout the System Lifecycle

Producibility
Safety
Architecture

_ FAA OMB-A-11
IA Facets for Risk Implementation
Identification and Analysis Post JRC-2 Exhibit 300
. Used to build
+ Technical . listi + Technology
+  Operability : maore realistic + Feasibility
+ Information Security : haselines + Reliability of Systems
+ Supportability . .4/ + Interoperability
+ Human Factors » Technical + Technical Obsolescence
* | |
- :
N :

4—6
SeAR

+ Schedule : * > Schedule‘\‘ Schedule

Il‘
* * Other (political, * Root cause related to the Impact ¢* Other (Project

‘0
O‘ »
ul
w*
[

*

LELR TN

*

* * ¥ X x

interdependencies_, (or Consequence) will determine Resources, Security,
requirements, equipage, etc.) » appropriate FAA Risk Category Data/Info, Agency
v Capability, Privacy)
¢ Benefits > > Benefit

Figure 4.10-25. Risk-Reporting Crosswalk
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